
Government 
Community Cloud

Driving cost reduction through Shared Service 
Cloud Centres

A Government Community Cloud is an 
implementation of the NIST Cloud reference model 
'Community Cloud', applied specifically within the 
public sector.

It's a technology program that is ideal to underpin 
cost-cutting initiatives, in particular establishing 
Shared Service organizations, as the fundamental 
purpose is to provide a platform which makes sharing 
IT infrastructure easier between multiple 
organizations, for reasons of creating cost and other 
efficiencies.

http://GovernmentCommunityCloud.com
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Executive Summary
The Canadian Federal Government recently announced plans 
to create a single IT department ‘Shared Services’ that will 
save $100-200m a year through consolidation-driven 
efficiencies. As highlighted in this fact sheet there is lots of 
‘low hanging fruit’ for cost savings due to a spread of many 
different email systems, networks and data-centres.

Huge cost savings will be achieved through standardizing on 
single systems for functions like email, and by reducing the 
number of data-centres from over 300 to less than 20.

Cloud computing, specifically the Community Cloud model, is 
a key design architecture for achieving these goals.

Problem statement
The first challenge to understand is that much of this fragmentation is 'man made', it's driven by 
their own internal organizational structures.

Like most large organizations Governments are organized hierarchically, with different 
departments for each of their main functions, like Education, Welfare, Tourism and so on, and the 
head of each department, the Deputy Minister, is directly responsible for the privacy and security 
controls of the information they process.

This means that typically each operates as a ringfenced ‘fiefdom’, because the simplest and most 
absolute method of achieving this information security is simply to purchase and operate your 
own IT estate: You buy your own servers and business applications and keep them entirely 
separate from any others.

Yes this does provide the means for the Minister to ensure their data privacy compliance, but it 
comes at a very high price – For the taxpayer.
This provides a local solution to their own needs but creates two key global issues: 1) A huge 
amount of under-utilized IT server hardware, meaning highly inefficient use of taxpayers monies, 
and 2) a lack of ‘joined up working’ across agencies, resulting in poor customer service for 
citizens.

• Under-utilization expense - The current TCO (Total Cost of Ownership) of just one cabinet 
of servers includes $200k capital cost and another $200k in operating costs for cooling and 
HR. Considering utilization rates can be as low as 5-15% that’s over $300k in wasted 
monies, per rack. In Canada the Federal Government operates over 300 data-centres 
meaning thousands of racks, so the scale of waste is quite staggering.

• Multiple layers of disjointed Government - There is further fracturing because most 
governments are then further delineated by Municipal, Provincial and Federal levels of 
bureaucracy. Each then operates its own data-centres, IT organizations, …. etc., multiplying 
this cost another magnitude. 

• Application complexity - There are hundreds of different business applications being used 
in this mix, meaning customer identify and other data is equally duplicated thousands of 
times creating yet more cost-inducing complexity.
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Government Cloud Computing
Cloud computing will be the technology that’s key to the success of this initiative. It provides the 
means to reduce data-centres and consolidate applications this way, and Canada is following the 
lead of the USA where this same approach is being proven successful.

Under the leadership of Vivek Kundra the USA launched a ‘Cloud-first’ procurement policy to 
lead their own efficiency drive, under the umbrella of President Obama’s overall Campaign to Cut 
Waste. This was detailed in a ‘25-Point Implementation Plan‘ (40-page PDF).

They’re achieving great progress. As highlighted in this Whitehouse update they’re already 
closing many data-centres and are on track to save $ 3 BILLION of taxpayer monies. This recent 
survey by NetApp reported American CIO’s have already reduced data center counts by 31% and 
saved 20% of their IT budgets based on consolidation thus far.

5-Point Cloud Consolidation Plan
Cloud Computing is the key mechanic for a shared service 
initiative because in simple terms it is literally a technology 
for enabling shared services – It provides the means for 
many different organizations to share the same 
infrastructure, for purposes of IT and cost efficiencies.

CIO’s can leverage Cloud computing to quickly drive cost 
savings in 5 key impact areas:

• Infrastructure consolidation - As the Whitehouse news report highlights the principle 
challenge is that these vast numbers of data-centres typically only operate at hardware 
utilization levels as low as 25%, but they still consume all the associated real-estate and 
power costs. This means that as much as 75% of these costs is  wasteful spending, and can 
be eliminated by migrating the applications to Cloud computing which manages utilization 
much more efficiently. By doing so many of these data-centres can then be closed. 

• Application maintenance costs - Migrating older applications from their coal-fired 
hardware on to new Cloud platforms is known as ‘Legacy Modernization’, and it reduces 
costs in many ways. In addition to the above physical consolidation it can also reduce the 
staff costs associated with maintaining the applications in these older environments, one of 
the biggest costs. Migrating many applications into a single Cloud environment reduces 
the overall support burden for all of them. 

• Shared Services Architecture - These new approaches to designing how applications 
work in these new environments offers further IT efficiencies. Indeed the ‘Community 
Cloud’ model is key because it is literally a ‘Shared Services architecture’, meaning that 
rather than having many agencies each run a separate and different instance of their own 
application for the same purpose, they can all instead reuse the same code base. This 
reduces software costs even further. 

• SaaS contract consolidation - This approach offers an equivalent, very simple and very 
powerful commercial model. The Government of Canada will find that they have multiple 
different software licence agreements, with vendors like Microsoft, and by consolidating 
these all into one will be able to negotiate bigger overall discounts and lower the 
associated administration costs. Furthermore by moving to Cloud systems they can 
leverage SaaS contract approaches, which streamline costs into a per-seat, utility model. 
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• Integrated Service Delivery - Costs also arise due to other complexities in the IT 
environment. Every domain like servers, storage, applications and networks each has their 
own management systems, help desk and support teams, and furthermore even different 
suppliers each have their own web portals for managing their services. This multitude of 
service management systems not only creates unnecessary costs but also causes the 
complexities which hamper quick and efficient service. 

In short as large organizations grow over many years they inevitably accumulate excess and 
unnecessary capacities in a variety of areas.

Utilizing Cloud computing and best practices like ITIL to create Shared Service Centres leverages 
modern technology to achieve the large-scale consolidation required to trim these inefficiencies, 
simplifying and standardizing processes across infrastructure support areas, reducing costs, raising 
efficiency and responsiveness, and increases elasticity to handle future changes.

Case study - Make MiCloud Your Cloud
A headline example of how these business benefits are being 
achieved is demonstrated by the State of Michigan.

Their ‘MiCloud’ strategy is a comprehensive framework for 
adoption of Cloud Computing by a government agency for purposes 
of Service Delivery Transformation, one that can act as a best 
practice blueprint for others to emulate.

They define their own role as a full-service solution provider for 
their clients, and handle all the supplier negotiations and in a manner that enables cross-provider 
switching and avoids vendor lock-in.

Ultimately this is enabling them to transform the role of IT and how they deliver services, 
headlined by a punchy theme: “The Cloud Computing paradigm says “The client can have 
something simple, proven and cheap immediately, or they can have something complex, unproven 
and expensive in six months.”
Michigan sets themselves a top-level priority of securing tangible benefits for citizens and 
businesses, achieved through a number of specific business transformation benefits:

• Imperative to maximize efficiency - Government is under fierce pressure to reduce staff, 
capital and operating budgets. In categories like storage Michigan have delivered options 
at 90% cheaper rates. 

• They have eliminated “rogue sourcing”, where consumers go around the IT department 
to order Cloud applications like Google directly, by offering their own in-house 
alternatives for lower costs, and through rapid, self-service tools. 

• User empowerment - Through self-service catalogues and Process Automation tools they 
are empowering users to embrace and benefit from IT without their direct involvement. A 
process orchestrator function that enables business users, regardless of ICT skill level, to 
create process definitions which are published to the service catalogue. This serves as a 
foundation for process transformation. 

• Cloud sourcing - Migrating commodity ICT functions, like messaging, to outsourcing 
providers, to free up staff to work on higher level activities that add real value. Not only 
does this reduce cost but it meets their need to provide staff with more innovative and 
challenging work. 
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They offer a 'Cloud Service Catalogue' – A “apps store” that includes virtual servers, storage, and 
hosting for web, apps and development, as well as a framework for integrating external SaaS 
applications, building an SOA (Service Oriented Architecture) Enterprise Services bus to integrate 
the applications.

Case study - UberGlobal
At the heart of the MiCloud strategy is the recognition that “the Cloud Computing paradigm is a 
startling shift in the thought process behind ICT sourcing methods”.
Where “government once saw itself as a unique business domain demanding unique ICT functions 
and custom solution, but now these business processes are converging with those of industry.  
Workflows such as staff recruiting and the ICT functions that support them, are now becoming 
standardized commodities.”
They’ve recognized that adding custom software and proprietary COTS applications greatly 
increases the complexities they have to manage, and so commodity ICT via the Cloud acts to 
reduce this, adapting common IT services to the needs of government.

Through a framework of Cloud sourcing methods like RFP and policy templates, what they call 
‘MiDeal’, they are also acting as a Cloud Service Provider: Enabling other units of government to 
purchase using their contracts and maximize the cost savings that all parties enjoy.

An example of how this model of a Cloud Services Catalogue for internal and external 
commodity IT sourcing is detailed in this 12-page PDF from Australian Cloud provider 
UberGlobal, which acts as a blueprint for how how they have built a Federal Government 
Community Cloud service using Parallels technology, which offers:

• A secured environment capable of hosting high security apps and data 
• Implements Software as a Service (SaaS) and Cloud Infrastructure as a Service (IaaS) in 

line with NIST Definitions of Cloud Computing (SP 800-145). 
• Offers a catalog of services like the Microsoft app suite, VMware based Virtual Dedicated 

Servers (VDS), and Cloud backup for workstations and laptops amongst others. They also 
include managed instances of open source applications, such as Drupal, Moodle and 
WordPress. 

Over the next few release points Uber will add the remainder of the Microsoft Business 
Productivity Online Services Standard Suite (BPOS), including Microsoft Lync and Dynamics 
CRM. These products will generally be billed per month per seat or instance, with the ability to 
add or remove products at any time.

Additionally, the use of CDI and a separate instance of Active Directory and BPOS can allow a 
lead agency to achieve the benefits of cloud services while maintaining a unified identity 
management schema between its internal and cloud based applications. 

As highlighted a key feature of a Government Community Cloud is an ‘Apps Store’ – A catalogue 
of new applications that the Cloud platform can run, and by using Parallels UberGlobal are 
implementing the APS initiative. This is the type of technology ideal for Sharing Cloud Best 
Practices.

This packages a number of popular applications for deployment via platforms like Parallels, who 
via their partnership with Microsoft have a particular specialism in delivering the MS suite, like 
Lync, Sharepoint and Dynamics, and tailoring these for specific Community Cloud scenarios, like 
the Health Community Cloud Automation Partnership.

Importantly UberGlobal have aligned this platform to the business requirements of the Australian 
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Government, most notably:

• Reducing Administrative Burden - Make IT applications more easily accessible to a wider 
community of users, through automation which reduces manual workload too. 

• Reduced Cost Uber’s pricing is structured around a price per-seat per-month, resource 
usage, or licence fee-per-use. Agencies can have the flexibility to scale up or down as 
demands require, and will not be required to buy or maintain excess capacity. 

• Increased Agility. Make it quick and easy to provision IaaS and SaaS. 
• Improved Security. Centralize application management and apply better security practices. 
• Cost Recovery. Using the reseller system to enable IT departments to act as service 

providers and cross-charge their ‘customers’. 

Case study – Canada Cloud Roadmap
For very large organizations like Federal Governments they 
further require an overall strategy and enterprise 
architecture; one that also encompasses other essential 
technologies like their WAN (Wide Area Network) and 
security systems.

The 'Canada Cloud Roadmap' plan developed by the Canadian Federal Government provides a 
best practice blueprint for such a requirement. 

It provides a framework which builds on the NIST foundation and identifies how it can be applied 
to the Canadian IT estate, based on a design model with three main sections:

• Community Cloud   Service Offering - A multi-tenant application environment for their 
breadth of enterprise applications, like Oracle, SAP and Microsoft, used for their core 
business processes like PAY, and also their common IT requirements, like email and 
collaboration. This is underpinned by a Cloud OSS to handle the automation of 
provisioning, delivery and cross-department billing. 

• A Cloud Security Model - A logical architecture for segregating 'Cloud Security Zones', 
linking each Cloud area (IaaS, PaaS, SaaS) to a security infrastructure component, and 
describing how the computing environments will be integrated with their wide area 
networks and access control systems, through a Cloud Services Access Layer and a Cloud 
Peering Layer. 

• An Enterprise 2.0 Collaboration framework - This technology 
platform enables staff to utilize a set of Web 2.0 collaboration 
tools and enable more interaction with the public. 

This provides a complete blueprint for an Enterprise Cloud strategy, 
and specifically for the public sector a complete platform for Open 
Government Cloud Computing.
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Private PaaS – Breaking Innovation Gridlock
PaaS stands for 'Platform as a Service', and as the diagram explains this refers to providing an 
environment tailored for developers and deployers. 

Principally this can be used to adopt a more modular approach to IT solution delivery, rather than 
the one-off "big bang" purchase of a major enterprise application.

A Private PaaS is an internal implementation of this model, and the primary benefit of it offers is 
the ability to break “innovation gridlock”. This refers to the effect where the application estate has 
grown to become such a morass that the bulk of the IT budget is consumed in simply ‘keeping the 
lights on’, there’s little left for new innovations. 

Last year research from HP described “a situation where the IT organization is blocked from 
driving new business innovation because the majority of funding is consumed in operating the 
current environment.”

Monolithic Application Solution Delivery
The primary cause of this situation is the monolithic nature of the traditional approach to IT 
procurement and delivery. This refers to the end-to-end process of procurement and deployment 
that an IT team undertakes to deliver technology to meet end-user requirements.

This process typically features purchasing an entire ‘COTS’ (Commercial Off-the-Shelf) 
application, which is dedicated entirely to the needs of one department at a time. A purpose-built 
case management application for Social Welfare claims for example, from vendors like SAP or 
Oracle.

Not only does this approach tend to be slower, with large RFP purchase processes running for 
months if not years, but it's also notorious for high failure rates. This is principally due to this size, 
ie. it's the whole elephant, and this is further compounded by how single categories of application 
aren't always quite the right fit for business needs.
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For example if an organization decides it needs to 
improve the Sales operation to grow revenues, the 
most common option is to purchase a CRM system 
to better manage customer data and automate selling 
processes. 

However if you examine any one particular business 
process, like Sales, you will see a 'swim lane' that 
not only cuts across different types of applications 
(CRM, ERP, ECM etc.), it also cuts across different 
organizations and even modes of work (document 
collaboration, CRM records updates etc).

Therefore what the IT team can find is that despite considerable investments into these enterprise 
applications, there is still a huge volume of work required that is essentially 'custom' development. 

They need to extend and modify these applications, they need to cater for other aspects of the 
process it doesn't meet and they need to integrate it with other systems within the organization. In 
other words the rational that purchasing an off-the-shelf app will entirely meet all of their 
functional needs and will prove quicker and more cost effective, often does not turn out to be true.

Furthermore as they acquire more and more of these applications, the workload in maintaining 
them requires dedicated staff. Large enterprise applications like SAP are hugely resource-
intensive, and so IT teams grow to include many different teams who each perform this 
maintenance function.

Ultimately this effect grows to the point where the bulk of the IT department are these keep-the-
lights-on maintenance teams, who have little ability to help departments change and add new 
business process capabilities = Innovation Gridlock.

It also drives the type of duplication that the Shared Services initiative is setting out to address. In 
the same fashion as the multitude of networks and email systems described above, this approach 
drives another layer of duplicated IT, the operational elements built into each of these 
applications, such as identity authentication and user interface, as well as provisioning the app and 
service level management. 

The challenge, and opportunity, is that a large enterprise has a multitude of other applications that 
each repeat this same common layer of software functions. Staff have to repeatedly log in to 
multiple applications and become familiar with each different one every time, and critically 
citizen data is equally repeated across all of them.

DevOps – Web Business Evolution
The primary best practice that a Private PaaS offers that 
addresses this issue is called 'DevOps' – Standing for the 
integration of the Development and Operations departments.

Through the implementation of a shared Lean adoption 
program and QMS (Quality Management System) the two 
groups can better work together to minimize downtimes 
while improving the speed and quality of software 
development. 
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DevOps is achieved primarily through a PaaS platform and software for 'Application Lifecycle 
Management' that publishes software updates to it.

It's this combination that merges Development and Operations and enables the fundamental 
transformation of application solution delivery, from the traditional COTS-centric 'one big 
elephant at a time' approach to the Agile alternative of 'lots of small changes frequently'.

n contrast it is based on taking lots of small bites to consume the elephant, illustrated effectively 
through this diagram:

In short DevOps is the implementation of Agile software practices, tailored for Cloud 
environments, explained visually through the above diagram.

Case study – Elections Canada
The term Web Business Evolution is derived from a real-world project to implement a (public) 
PaaS and achieve these DevOps working models, for Elections Canada.

Recently they published an RFP for their web hosting project, detailing requirements to move 
from a traditional web hosting service to a new Cloud version.

Elections Canada now sees itself as a "web business", meaning their primary business processes 
are executed through the context of their web site, and they want a new level of platform to reflect 
this strategic priority = Web Business Evolution.

They launched their web presence in the mid 90's with simple HTML, and then began enhancing 
it with custom .net code to add in more interactive functionality. Since then it's grown organically 
into an estate of over 16Gb of ASP, HTML pages and 6,500 PDF files. As they state the design of 
this environment has now remained unchanged for almost 10 years, and so a Cloud computing 
inspired modernization of the entire approach is what they're looking for.

In this regard Elections Canada struggles with the same challenge most legacy web hosting 
environments do. Their site operates through a variety of custom software modules written on 
.net, C# and Javascript, and not only does it cater for the main web site but also a number of 
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specific business processes for how the organization works too. 

The challenge is that it is currently achieved through a somewhat tangled web of custom code and 
ad-hoc applications, and so through a DevOps framework that Elections Canada are calling their 
Application DEF - Delivery Environment Framework, EC wants to transform how efficiently and 
quickly they can develop, test and deploy new online applications by enhancing the structures of 
this environment as part of the move to the Cloud.

Elections Canada describe this as an underlying “Multi-Tier System Architecture”, where 
common services for authentication, authorization and auditing are built into the Cloud 
environment via a Web Services Reference Model.

This will provide the common building block components like Identity Authentication that will 
underpin these new web applications, and via an 'ADC' - Application Delivery Controller, 
combine this other key functionality as part of an optimized hardware level capability that also 
delivers SSL VPN connectivity, L4 load balancing, L7 content switching, XML brokering and an 
application XML firewall.

Elections Canada is also the perfect poster child for the Internet traffic challenges that Cloud 
Computing can address.

Their monthly rate is 200,000 visits but on the polling day this rockets to 700,000 for that one day 
alone. Out of a total 2.4m hits per annum, almost 30% occur within one day, meaning their web 
site infrastructure must be large enough able to cater for a traffic ceiling of 700,000 hits, but on 
every other day experience a demand that is barely 1% of this.

The fundamental value of Cloud computing is of course that its “elastic”, so EC can migrate to an 
environment that can scale to this level but only when needed on these rare occasions. For the 
remaining time they only pay for what they use at the much lower levels. 

Cloud Computing allows applications to leverage the flexibility of leased Virtual Machines to 
scale organically, where the Cloud environment monitors http response times and other critical 
performance factors, and automatically provisions and de-provisions new IaaS (Infrastructure as a 
Service) as traffic dictates.

Open Government Innovation
The shift to the Cloud isn't just about changing the 
underlying technology of applications, but more importantly 
transforming the business models that they enable.

For Canada and other Governments the headline program is 
'Open Government' – Migrating traditional, offline business 
processes to new models based on online, Open Innovation. 

Where traditional IT features monolithic enterprise apps that take months and years to deploy, and 
costs lump sums, Cloud is a platform for rapid development and deployment of modular apps 
which are then charged for on a utility basis.

These Cloud Ventures are low-cost bite-sized chunks that lower the costs and barriers to entry for 
entrepreneurism in general, and this effect can be harnessed by governments to drive social 
improvement in key area.

Departments like trade and innovation, and others concerned with increasing the number of new 
businesses can provide platforms for innovation that can empower a new generation of start-ups 
that leverage the inherent cost efficiencies of Cloud Computing.
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Open Data Ventures
This effect can be further maximized when 
combined with other programs that unlock 
innovation the same way, in particular 'Open 
Data'.

Open Data is a key foundation of a broader 
Open Government initiative. In the USA they 
operate Data.gov to “lead the way in  
democratizing public sector data and driving 
innovation”.

In the UK they are pioneering their own initiative, with the key factor being these data sets are 
powering catalogues of Cloud apps that utilizes the data in new ways.

The mechanics of how this works, and how it can enable more social entrepreneurism in 
collaboration with the government is very nicely illustrated by the City of Toronto, and their Open 
Data initiative, part of their Open Government initiative to improve civic engagement.

The project is discussed in more detail in the white paper ‘Open Data, Open City‘ from the Martin 
Prosperity Institute. It explores and explains the dynamics of this ecosystem, where software 
entrepreneurs are enabled to build a new layer of innovative Cloud apps that re-purpose this data 
in new ways.

It’s the ecosystem model that’s key, it delivers the win/win factor for all the participants, and as a 
result offers an entirely new model for financing the development of Government IT services.

Government provides the central authority, the scale and of course the core asset of the data, but 
they can be overly bureaucratic and rarely pioneer innovative new web applications. So by 
opening up their data sources to Open Data developers, they enable this more dynamic 
community to do the work for them, more rapidly creating new innovative Web 2.0 and mobile 
applications that create value for citizens.

This is an entirely innovative approach to how Government implements IT that doesn't stop with 
changing who actually does the software development, it can also change who funds it. As 
highlighted in the New York City case study of their Cloud-enabled Open Government strategy, 
this dynamic model has a very exciting consequence: It attracts Venture Capital.

“New York City runs the most advanced municipal Open Data initiative on the globe, with over 
350 government data sets that serve as the backbone for independently created applications that  
attracted over $6 million private investment.” 

Open Government Canada
Open Government isn't limited only to publishing Open Data, but about a wholesale 
transformation of how Government works on all levels.

The Privacy Commissioner of Canada explains this via their own Open Government Resolution, 
emphasizing the shift from simply reactive analysis of data privacy implications to the need to 
take proactive steps to openly share information, via an exercise in a much larger organizational 
transformation. They state:

“Open government is linked to access to information legislation. However, it extends 
the concepts inherent in these laws to promote an entirely new way of viewing the role 
of government and the participation of citizens in it.”
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For governments this represents the deepest change in their most fundamental nature, where this 
technological trend is reinventing their entire mode of operation. The call understands that a more 
collaborative approach with citizens:

• improves communication channels 
• promotes citizen engagement 
• instils trust in government 
• fosters economic opportunities and 
• ultimately results in more open and responsive democratic government. 

These are extremely powerful drivers and justifications for transformation, with the essential 
statement that the capability will: “support the renewal of the social contract between government 
and citizens.”
The Privacy Commissioner makes a strong point of calling on all levels of Canadian Government 
to declare the importance of Open Government, and to promote it as a means of improving 
transparency and setting higher standards for democracy and public participation.

This includes senior executive commitment, engagement of broad-based public consultations and 
the adoption of reusable Open Data.

Open Innovation Case Study – Peer to Patent
In particular the most powerful dynamic 
is harnessing the best practice known as 
'Open Innovation' to transform how 
effectively government workflows are 
implemented.

The Peer to Patent portal is a headline 
example of this transformation, led by 
Open Government pioneer Beth 
Noveck.

Beth transformed the US Patent 
application process by moving it to an 
online expert community. 

The full case study is documented in this 40 page Harvard white paper. The project illustrates the 
huge potential for business transformation. It’s not simply about connecting an existing IT system 
to a web interface or just publishing the reporting data online, but rather utilizing the nature of the 
web to entirely re-invent the process itself.

In essence it transforms the process from ‘closed’ to ‘open’, in terms of who and how others can 
participate, utilizing Open Innovation best practices to break the gridlock that had occurred due 
the constraints caused by private, traditional ways of working.

The USPTO had built up a backlog of over 1 million patent applications and are unblocking this 
log jam by moving it to a Web 2.0 environment where ‘Collective Intelligence’ models can be 
harnessed. 

Cloud Computing makes these advanced web sites more accessible to a wider range of 
Government agencies. Software for the same Open Data and online Web 2.0 communities can be 
provided and operated by Cloud hosting firms to enable the same benefits to be repeated.
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Legacy 2 Cloud Transformation
The modernization process to move from the traditional 
way of doing things to these new Cloud models is described 
as 'Legacy 2 Cloud'.

Like the Elections Canada example highlights, before 
customers can enjoy these new agile PaaS environments 
they will have to migrate their existing IT systems, their 
'legacy' estate.

Furthermore as the Peer to Patent case study illustrates, this 
legacy situation isn't limited to just the software they use – 
Many traditional processes will also use paper-based 
workflows and other manual methods.

Lotus Notes 2 Cloud
A combination of business consultants and automated migration tools will enable agencies to 
achieve this transformation quickly and effectively.

One example of this scenario is Lotus Notes, and this highlights the central role this process will 
play in achieving the ROI that the Shared Services initiative is seeking. Many different 
departments each running their own dedicated installation of Lotus Notes, incurring multiple sets 
of ongoing costs for the licences, hardware and support can be migrated to a single Cloud 
environment that consolidates and as such significantly reduces all of these costs. 

CIMtrek® is a software solution that enables a Client to facilitate its journey to the cloud by 
providing a tool that helps to scope the details of the migration journey; that migrates applications 
and that enables the migrated application to run in the cloud.

CIMtrek Ltd. provides tools that migrate legacy applications such as IBM’s Lotus Notes/Domino 
applications to Cloud based platforms such as Google Apps, Azure, or any J2EE cloud based 
platform.

In short, CIMtrek enables you to:

• Interrogate all Domino Servers in a domain to identify applications that will be suitable or 
desirable for migration. This helps scope the project and gives an idea of costs involved.

• Migrate the client UI so that it can be accessed via a browser. No expensive rewrite 
thereby protecting your investment

• Migrate the Notes application data so that it is migrated and available in and RDBMS of 
choice

• Extract the data into an open SQL database such as SQL Server or Oracle

• Migrate the business logic, rules, scripts etc

• Deploy the applications as required for execution

The migrated applications mirror the way you used the original Lotus application thereby 
reducing expensive re-training and ensuring faster adoption of the new technology used.

The CIMtrek migration of Lotus Notes to the required technology platform splits neatly into 3 
distinct phases as follows:
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Once the environment has been prepared we start 
Phase 1, the discovery and analysis process. Once 
you have logged on to the Domino domain, 
CIMtrek will automatically mine the servers and 
Notes infrastructure and return usage and size 
statistics. CIMtrek will then compile a list of all 
operational applications found in the 
organisation. 

Based on the preferences of the user, you can 
select the Lotus Notes applications to be 
migrated, and the preferred target platform 
(SharePoint, .Net, InfoPath etc.) for each 
application.

Once you have selected the application to migrate we move to Phase 2, Migration. You simply 
select the application, choose the destination platform and hit the Migrate button. CIMtrek will 
then automatically extract the details from the .NSF file and convert it into a common format. 
This is then used to create the data, forms, views, business logic and workflow to, what we call, a 
staging post. At the staging post you can evaluate and test the migrated application and fine tune 
it, if necessary.

When the migrated application is approved, the migrated application and the corresponding data 
are moved to Phase 3 which is the production environment.

CIMtrek uniquely allows you to deploy and execute the applications in the most appropriate 
environment and platform – from full on premise to total cloud or a hybrid of the two options.

Cloud Security Model
Naturally information security is a critical factor for widespread adoption of Cloud Computing, 
and especially so for Government users, at a time of early adopters when security fears are 
heightened.

These concerns can now be comfortably addressed through advancing Cloud security 
technologies and best practices, and indeed can deliver superior options to traditional in-house IT 
security methods.

First, with the Canadian Government operating over 300 data-centres across the country it's quite 
likely not all of these are secured consistently to the same high standards, and so an exercise in 
consolidating them to a smaller number presents the opportunity to apply much more rigorous 
practices in a central location, achieving this consistency.

Furthermore this also presents for these new technologies to also deliver additional benefits above 
and beyond security, for example:

• Avoiding vendor lock-in – Being able to easily move workloads between Cloud providers.

• Adopt open standards – Make systems more flexible and easier to change.
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Avoiding vendor lock-in with CDMI
Cloud Computing promises cheap commodity computing and decentralized data. The new elastic 
pay-as-you-go paradigm offers new approaches to managing compute tasks in the Cloud. Mature 
hybrid cloud management solutions allow these tasks to be distributed across hardware through 
Virtual Machine technology based on the VMWare and Xen standards.  

However, the management of data is problematic. Mounting shared drives in remote VM 
infrastructure within VPN contexts would require legal relationships with each VM vendor and 
would negate much of the flexibility of the Cloud model. 

There are solutions to this problem, but because this aspect of the Cloud industry is in its infancy, 
there is a danger of vendor lock-in. SNIA (the Storage Networking Industry Association) has 
given a lot of thought to this problem and has now defined the Cloud Data Management Interface 
(CDMI) standard to permit users to express their data requirements and acquire data services in a 
vendor-neutral manner.

Esotera’s CDMI Interface
InfiniDrive from Esotera Secure Storage Solutions is a complete solution for data storage for the 
Cloud that provides next generation security, infinite scalability and disaster proofing with 
negligible maintenance effort. It now offers the open-standards CDMI interface to simplify data 
integration with Cloud management systems. 

CDMI allows an organization to request containers of data to particular specifications of size and 
performance and then these containers securely to remotely provisioned Virtual Machines. CDMI 
avoids the use of mounted file drives. All data I/O occurs through the network interface of the VM 
hypervisor and is therefore not susceptible to compromise by rogue applications in a multi-tenant 
VM environment.

CDMI requires both data and its meta-data to be 
transferred through standard http protocol using 
REST (REpresentational State Transfer) 
operations. 

Basic File operations operate on parameterized 
URIs.

• POST: Create file 
• GET: Retrieve file 
• PUT: Update file 
• DELETE: Delete file

A complete hierarchical file system with 
permissions and ownership semantics is visible 
through this interface. HEAD and OPTIONS 

verbs are used to retrieve metadata and validate operations. As this is pure HTTP, existing internet 
infrastructure such as caches, proxies and gateways can be exploited. All metadata, including 
associations between resources is exposed via HTTP headers. 

Through REST-based provisioning, Esotera offers full virtualized storage on demand over a 
network. There is no need to purchase storage hardware or even provision it until you are ready to 
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begin storing data. You only pay for the amount of storage your data is actually consuming. 

Esotera implements the complete concepts of CDMI. The underlying storage space exposed by 
the REST interfaces is abstracted using the notion of a container. Not only is the container 
abstraction useful for managing storage space, but it also permits the consolidation of meta-data to 
permit high-level functions such as searching. Esotera also provides a Java API that maps the 
REST protocol to standard file and I/O stream semantics.

All data is also accessible through the InfiniDrive File Manager which presents a conventional 
drag & drop graphical interface in any web browser.

Esotera also provides Cloud Data Security with SMDP

In addition to providing a vendor-neutral interface for Cloud data storage, the Esotera system 
solves the problem of data privacy for Cloud Computing. This is achieved through its Session-
Managed Data Privacy (SDMP) components.

Esotera’s virtual file system is based on the concept of hiding the mapping of the file entity to its 
collection of encrypted blocks that are distributed randomly across the Cloud. The owner of the 
data presents an authentication service to any authorized application running within a Virtual 
Machine in a public IaaS facility. The application in the public VM uses the CDMI REST services 
when asking for a file resource, but the Esotera system then contacts the authentication service 
back at the owner’s facility which calculates the necessary mapping data to allow the application 
to build the file. 

This eliminates the need for a file mount point at 
the IaaS facility and the requirement for the 
owner to provide authentication credentials to 
that facility – giving the owner of the data 
complete control over all file operations 
occurring in remote locations. All file IO is 
essentially conducted over the network stack. 
Applications can therefore run in a multi-tenant 
environment without danger of data being 
compromised by rogue operations in other VMs.

The encrypted blocks of data are fetched or sent 
quickly in parallel with many high-bandwidth 
data centers across the cloud. Only a relatively 
small amount of mapping data is originating at a 

single point from owner equipment, thus a high-bandwidth connection is not required to the 
owner’s premises.

From the organization’s perspective, SMDP is simply a low-bandwidth component within the 
firewall. The SDMP gateway is conceptually similar to a VPN session manager. It manages a 
secure but low-capacity connection with each Virtual Machine instance and provides the 
capability to instantly defeat data access.

Trusted Execution Technology guarantees Hypervisor integrity

The final component is Intel’s Trusted Execution (TXT) Technology such as offered by Enomaly’s 
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High Assurance Edition (HAE) virtual machine environment. TXT is a hardware extension to 
specific Intel microprocessors and their chipsets that locks physical memory and memory paging 
systems to their calling processes and prevents their access by others. TXT guarantees that the 
executing software of the hypervisor stack has not been compromised by either a remote or 
internal attack on a vendor’s infrastructure. 

Providers that use the Enomaly HAE solution support a mechanism called remote attestation that 
allow customers to make tamper-proof requests that result into straightforward safe / not safe 
messages that indicate:

• The virtual hardware has not been modified to duplicate data to some storage medium of 
which the application is not aware

• No unauthorized backdoors have been inserted into the cloud management system  
• The hypervisor has not been modified (e.g. to copy memory state)
• No hostile kernel modules have been injected into the underlying OS

The Trusted Execution 
Technology VM 
environment provides 
customers with the 
confidence to use the 
inexpensive commodity 
resources of third-party 
infrastructure providers 
with the knowledge that the 
VM software and Intel 
hardware are both in an 
original, untampered state as 
designed by the Enomaly 
and Intel manufacturers.

Cloud VPN - Securing Federated Services
this is primarily addressed through 'Securing Federated Services'.

This refers to securely linking local IT systems with remote data-centres and applications, and is 
based on utilizing open standards and best practices provided by organizations such as OASIS and 
the Kantara initiative.

These open standards are key to interconnecting the mix of in-house and 
Cloud based systems for identity, security and networks. 

For example the Government of Canada is utilizing Kantara for their roll out 
of an enterprise-wide credential management application. This will provide 
single sign-on for users to the many enterprise applications they operate, and 
then Cloud applications too.

The ubiquity of software solutions delivered over the internet as services (SaaS) to all manner of 
end user devices drives a growing demand from users for login simplicity across many sources, 
commonly referred to as single sign-on.  The corollary concern of users is of course protection of 
privacy when personal and financial data is shared across service suppliers.  Those suppliers of 
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services view the same issues from the point-of-view of collaboration with peers and partners in 
various forms of federated identity assurance.

From the simplest social network application to highly regulated industry sectors there is money 
to be made, savings and agility to be achieved, and greater utility to be delivered when a 
collection of service providers (private or public) can join an ecosystem delivering cloud 
computing services, and even further benefits for cross-service assurance of identity (each others 
identity as well as that of common users).  In the days of castles-and-moat datacenters, CIO's 
protected their information technology with guards, guns, and glass, and limited network access to 
locked down networks.

Now factor in cloud computing.

Cloud computing, (private, public, or hybrid) is now the accepted solution for optimizing IT 
resources by leveraging automation, virtualization, and multi-tenancy.  But, with the benefits of 
new cost models and greater agility come a loss of control and  new risk surfaces and vectors. 

Open Standards for Cloud Identity and Security 
The Kantara Initiative's Identity Assurance Work Group (IAWG) has defined common ground 
around the policies and procedures required to create trustable services.  This work dovetails with 
the spreading adoption of the various SaaS delivery models, and the transition to cloud IaaS 
platform choices across both public and private sectors.  To grasp the context and solicitation, see:

1. Guidelines for federated identity services (see Kantara Federation Operator Guidelines).

2. Identity Assurance Framework Assurance Levels (see Kantara Identity Assurance 
Framework v2.0).

3. Assurance Framework Service Assessment Criteria (see Kantara Identity Assurance 
Certification Program).

Similarly, the OASIS Standards body has established the Identity in the Cloud Technical 
Committee.  And, the US has formed NSTIC, the National Strategy for Trusted Identities in 
Cyberspace, and the list of involved organizations, regulators, and governments goes on and on.

International Standards for Assurance Engagements (ISAE) No. 3402 for third-party reporting for 
service organizations similarly outlines the process auditors now take to attest to the controls and 
security measures taken by companies who provide outsourced information technology services.

At the heart of all the evolving solutions are five basic concepts:

• Frameworks  :  Best practices, standards, policies, regulations, and laws establishing how 
credibility is created and maintained locally as well as in broader federated community. 

• Responsibility  :  The organizations and management who are accountable and liable for 
properly implementing the various frameworks. 

• Platforms  :  The software, hardware, networks, and facilities built and purchased by 
responsible organizations to deliver trusted technology solutions.

• Accreditation  :  The who or what that certifies an entity's compliance at various risk levels of 
the frameworks.

• Trust  :  Reliance backed by audit, compliance, enforcement, indemnification, insurance, and 
brand.

No matter how complicated the world of information technology becomes, it always leads back to 
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the CIO and the IT organizations willingness and ability to faithfully implement frameworks, their 
skillful use of IT platform choices, and prudently awarded credentials. No matter how 
complicated our high tech society becomes, CIO's cannot outsource accountability. 

The fundamental need to build network firewalls around use-case specific sets of applications, 
geographies, and/or security clearance levels has not changed.  It has simply become more fine 
grained and virtual.  More fine grained in the sense that ubiquity of devices, mobility, 3rd party 
SaaS, and role based access have all made AD and LDAP risk groupings smaller and smaller. 
Virtual because server hardware is no longer dedicated to applications, rather VMs serving 
different security realms can reside on the same physical server.

For example, consider a few of the standards from Kantara's Identity Assurance Framework.

Example:  Kantara CO_OPN#060 Secure Remote Communications stipulates:

“If the specific service components are located remotely from and communicate over a public or  
unsecured network with other service components or other CSPs it services, the 
communications must be cryptographically authenticated...”

This is an example of a key best practice they stipulate, that acts to ensure the safety and integrity 
of using Cloud-based systems.

Consider an in-house or 3rd party SaaS offering that runs on virtual servers in yet a different 3rd 
party environment (ex. CIO "A" deploys a CRM service from ISV "B," who in turn runs the 
service at cloud provider "C").  

The best practice:  "A" should insist that message traffic is encrypted all the way to the dedicated 
virtual servers at "C's" remote location.  "A" is accountable for message traffic to/from the 
topology of virtual server running at "C'" location, but "C" is outside of "A's" span of control.  If 
"A's" message traffic is decrypted at "C's" edge router and travels in plain text on “C’s” cloud 
network, "A" has an unprotected liability.  Rather the message should be encrypted to the firewall 
in the virtual machine itself, subsequent traffic between virtual servers in the cloud should also be 
encrypted, and the end-to-end secure communication should be in the control of “A”.

Even when "B" or "C" have provided assurance of compliance with SAS 70 and or ISAE 3402, 
CIO "A" is accountable for the security of the message, is liable, and has little or no contractual 
recourse for damages real or implied from either provider (read your contracts).  And, of course 
should data leak or be corrupted the brand of the accountable CIO is likely to be damaged far 
more than that of the various technology providers.  In today's pop culture the fall-out from data 
breaches, often reach as high as the CEO (e.g. Sony 2011, BoA/Citi - 2011).

Best practices dictate that "A" should require his message traffic is secure using an overlay 
network with no clear text messages moving over segments shared with other tenants at "B" or 
"C," or over segments administered by provider staff.

To be accredited, CIO "A" must regularly sign certifications presented to "A's" auditors stating 
that messages are encrypted and fully within "A's" span of control for the entire trip.  Or, the trust 
ecosystem has to have matured to the point that "A's" liability is eliminated.  A Kantara like 
ecosystem that will pass liability through a trust network is projected, by the US White House, to 
be more than a few years into the future.

All of this can be summarized in the old adage of, “The security of a chain is only as strong as it’s 
weakest link.”  In context, “The security of an enterprise network utilizing any semblance of 
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outsourced or hosted environments is only as strong as the protection of the data in transit and 
data at rest from external and internal threat vectors.  All attack surfaces must be protected.” 

Vendor profile – CohesiveFT
CohesiveFT's VPN-Cubed® is a virtual 'Overlay Networking' appliance. VPN-Cubed is the first 
commercial solution which enables customer controlled networking in a cloud, across multiple 
clouds, and between private infrastructure and the clouds.

VPN-Cubed provides an overlay network that allows control of addressing, topology, protocols, 
authentication, and particularly encrypted communications for application, data and security 
infrastructures deployed to virtual and cloud computing environments.  When using the cloud 
messages move into and across  internal networks of 3rd party controlled infrastructures, external 
networks of 3rd party controlled infrastructures, as well as brink ‘n mortar datacenters many times 
outsource to 3rd party controllers.  VPN-Cubed provides  completed end to end encryption of these 
messages in all of these environments.

How does it do this?

VPN-Cubed Managers are virtual appliances deployed in the cloud (any virtualized environment) 
and peered together to form a resilient load balanced mesh overlay network. The VPN-Cubed 
Managers are hybrid devices; they are virtual routers, virtual switches, SSL VPN concentrators, 
IPSec VPN concentrators, firewalls, and protocol re-distributors, configurable in a mesh 
organized in virtual containers, each container providing a specific enterprise or application 
function. These secure virtual containers can be used to run key business computing topologies 
that have been moved to a cloud environment, including secure access to and extension of the 
corporate datacenter. Multiple peered VPN-Cubed Managers across cloud regions and zones offer 
fault tolerance and can be used to provision development or operational infrastructures on the fly, 
eg - allowing "N" identical copies of virtual server topologies to be run simultaneously, these can 
be identical down to their IP address. 

VPN-Cubed can be easily integrated with existing edge and DMZ equipment running standards 
based security such as IPSec extranet boxes, intrusion prevention, intrusion detection and stateful 
inspection, VPN-Cubed doesn't require new knowledge or training to implement. Enterprise 
application topologies can be easily deployed in a controlled global network, accessible by staff, 
customers and partners alike, all under the application owner's control, all in complete security.

VPN-Cubed is part of CohesiveFT’s ‘Secure Application Container’ allowing you to migrate 
to/deploy you application to any virtual/cloud infrastructure without the application topology 
knowing or caring where it is running. 

Conclusion
The Canadian Government has taken a pioneering step forward, to set out to consolidate all their 
IT infrastructure people, budgets and contracts under one roof, and as a result delivery 
considerable cost-savings which benefit the taxpayer.

The “double whammy” of the opportunity that is presented is that if they further utilize Cloud 
Computing to achieve this goal they will truly elevate themselves to a global innovation leader, 
and not only save costs but also set the scene for stimulating hyper-growth. 

Achieving this consolidation via Cloud Computing will establish a world-first Cloud Best Practice 
that many other Governments throughout the world will wish to replicate, creating a massive 
global export opportunity for the Canadian Cloud industry.
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