
Cloud Best Practice : Open Federation Standards

Data Federation 
XDI technology promises to solve three critical data challenges–

federated data security, data interoperability, and data 

portability. OpenXDI (OX) is an open source server developed by 

Gluu which implements the OASIS XDI 1.0 standard currently 

under development. 

By adopting XDI, cloud service providers could enable 

information to be made available more seemlessly to the people 

who need it, while allowing individuals to maintain a high level 

of control concerning access to the data.

In the diagram to the left, using XDI, the patient would be able to 

view information from the health institution, create a local copy 

of the information, and share the information  with his doctor by 

allowing access either to his personal data store, or authorizing 

the doctor to access the information directly from the health 

institution.
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Web Federation (SSO)
OpenID Connect 1.0 is a technology stack that enables 

authentication and authorization using OAUTH 2.0, Simple Web 

Discovery, and JSON Web Tokens. Members of the OpenID 

Foundation include Microsoft, Google, Yahoo, Paypal , Facebook 

and Salesforce.

Cloud Computing Best Practices Network
Gluu is committed to share technologies and best practices with 

the CBPN to encourage the growth of a healthy, secure personal 

data ecosystem built on open standards.


